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What is Kemari? 

Don’t drop the ball! Don’t drop the VMs! 

Keep running 
transparently 

Kemari: Virtual Machine Synchronization 

Hardware 
failure 
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Event-driven VM synchronization 

  Need to make the overhead of 
sync smaller 

   Make sync time shorter 


   Sync VMs less often 

Primary 
VM 

Secondary 
VM 

2. Resume Primary after 
sync 

1.  Pause Primary, 
and sync with 
Secondary 

tsync 
tinterval 

  Sync VMs before sending or receiving Events 

   Events: Storage, network, console 

Only transfer updated data 

Secondary must be able to 
continue transparently 



Hardware 

Xen 

Dom0 DomT 

Back-end Front-end 

Kemari 

Kemari 

Hardware 

Xen 

Dom0 DomT 

Back-end Front-end 

Kemari 
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Original Kemari was built on Xen 3.0.4 

SAN 

Network 

  The core of the synchronization mechanism resides in hypervisor to 
synchronize virtual machines efficiently 

  LOC ≅ 3000 (hypervisor: 1000, Dom0+Tools: 2000) 

Sync DomT 



What is DomT? 

  Para-virtualized domain which uses shadow page tables 
(auto-translated-mode) 

  Don't have to translate the page tables on transferring 
  DomT patch set for xen-3.0.4 was written by Michael A 

Fetterman from University of Cambridge 
5 

Domain U Domain T 

PT 

PT 

pfn��

PT 

PT 

Shadow 
PT mfn�� pfn�� mfn��
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Modernization of Kemari 

 Major feedbacks from the last summit 

  Upgrade to the latest version of Xen (3.3) 

  Support domains other than DomT for practical use 
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Modernization of Kemari 

 Major feedbacks from the last summit 

  Upgrade to the latest version of Xen (3.3) 

  Support domains other than DomT for practical use 

 Change the domains to HVM with PV Drivers 

  Commonly used on Xen 3.3 

  Similarities between DomT 
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HVM with PV Drivers 

 Hybrid architecture of full-virtualization and para-
virtualization 

  No need to translate the page tables on transferring 

  Event-driven synchronization through PV Drivers 

 Fast address translation with hardware assisted 
paging 

   Intel EPT or AMD NPT 
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Demo… 
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Hardware 
failure 

  Guest VM is running on Kemari 
  Guest is running VNC server, and the client accesses via VNC client 
  xclock is launched from the client 
  See what happens to the clock when the primary physical server is 

shut downed from HP iLO2 management console 

VNC Server��

VNC Client��



Our plans presented in Boston... 

 Kemari will be open sourced 

  Targeting on this October (I can't promise though...) 
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Today! 
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Toward merging into Xen 3.4 

 Kemari is listed on Xen Product Roadmap 
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Event Channel tapping (1) 

 xen/include/xen/sched.h

struct evtchn

{

 ...

/* Channel is bound and tapped.*/

#define ECS_TAP          7

 ...

    struct {

        u8 mode;    /* Tap IN, OUT or both.  */

        /* Fucntion to call when an event is detected. */

        long (*redirect) (struct evtchn *lchn, 

                          struct evtchn *rchn);

    } tap;

 ...

};
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Event Channel tapping (2) 

 xen/common/event_channel.c

int evtchn_send(struct domain *d, unsigned int lport)

{

 ...

    switch ( lchn->state )

    {

    case ECS_TAP:

        rd    = lchn->u.interdomain.remote_dom;

        rport = lchn->u.interdomain.remote_port;

        rchn  = evtchn_from_port(rd, rport);


        lchn->tap.redirect(lchn, rchn);


    case ECS_INTERDOMAIN:

 ...

}
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Synchronizing VMs 

 xen/arch/x86/kemari/kemari.c


static long run_kemari(struct evtchn *lchn, 

                       struct evtchn *rchn)

{

    ...

    spin_lock(&d->grant_table->lock);

    kemari_send_domaininfo_ctxt(ring, d);

    ret = kemari_send_dirty_bitmap(ring, d);

    ...

    kemari_guest_notify(kemari);

    prepare_wait_on_xen_event_channel(kemari->port);

    ...

} 
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Saving QEMU state (1) 

 tools/ioemu/target-i386-dm/helper2.c


static void sigusr1_handler(int sig_type)

{

    kemari_enabled = 1; /* QEMU will run in kemari mode */

    xenstore_process_logdirty_event();

}
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Saving QEMU state (2) 

 tools/ioemu/xenstore.c


void xenstore_process_logdirty_event(void)

{

    ...   

    if (kemari_enabled) {

       ...

       /* Save the device state to tmpfs */

       asprintf(&qemu_file, 

                "/dev/shm/qemu-save.%d", domid);

       do_savevm(qemu_file);

       ...

    ...

}




Restoring para-virtualized devices (vbd) 

  linux-2.6.18-xen/drivers/xen/blkback/interface.c


int blkif_attach(...)

{


/* Sorry! Only 32bit curretly. */


blkif_x86_32_sring_t *sring_x86_32;


  ...

  sring_x86_32 = 


 
(blkif_x86_32_sring_t *)blkif->blk_ring_area->addr;


BACK_RING_ATTACH(&blkif->blk_rings.x86_32, 


 
 
 sring_x86_32, PAGE_SIZE);


  ...


blkif->blk_rings.x86_32.req_cons =


         blkif->blk_rings.x86_32.rsp_prod_pvt;

  ...

}
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Restoring para-virtualized devices (vif) 

  linux-2.6.18-xen/drivers/xen/netback/interface.c


int netif_attach(...)

{

   ...


txs = (netif_tx_sring_t *)netif->tx_comms_area->addr;


BACK_RING_ATTACH(&netif->tx, txs, PAGE_SIZE);


rxs = (netif_rx_sring_t *)


 
((char *)netif->rx_comms_area->addr);


BACK_RING_ATTACH(&netif->rx, rxs, PAGE_SIZE);


   ...

   netif->rx.req_cons = netif->rx.sring->rsp_prod;

   netif->rx_req_cons_peek = netif->rx.req_cons;

   ...

} 
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Evaluation 

  Evaluation items 

   Performance of the Primary VM (Network and File I/O) using 

netperf and iozone 

  Test machines 

   Hardware spec 

•  CPU: Quad-core AMD Opteron 2.3GHz X 2 
•  Memory: 8GB 
•  Network: Gb Ethernet, InfiniBand 
•  SAN: FC Disk Array 


   VM spec 
•  VMM: Xen 3.3 
•  Guest OS: CentOS 5.2 + PV Drivers in Xen 3.3 
•  Memory: 1GB 
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Performance of Primary VM 

  InfiniBand boosted the performance of Network and  
Buffered + fsync, both of which dirties many pages 

  All benchmarks continued transparently when the primary server 
was shut downed from the Dell Remote Access Controller 

■ HVM+PV Drivers    ■ Kemari (Ethernet)    ■ Kemari (InfiniBand) ��
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Conclusion 

 Kemari is now open sourced! 

 Re-implemented using HVM with PV Drivers 

  Windows runs on Kemari! 

 Demonstrated Kemari achieved acceptable 
performance 
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Future work 

 Demonstrate the range of applications Kemari 
can manage to run transparently 

 Improve the performance of I/O intensive 
applications that send numbers of events 

 Hosting multiple domains simultaneously 

 Functions to implement for practical use such as 
detection of HW failure and failover mechanism 
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Enjoy Kemari! 

 http://www.osrg.net/kemari 

 Your participation is very welcome! 

  Reviews 

  Bug reports 

  Reports on applications Kemari worked 

   ... 
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